LookeenServer W%
Installation Manual

Version: 0.2.20
Last revision: 09.10.2012



LookeenServer S

Content
1. How to use this Manual?.......ccccoiiiiiiiiiiiiiiiiiii 4
P O YT o U 5
2.1 FEATUIES i e 5
00 A W A V/S =T W @] 0101 o o] o T=1 o) 30 6
a) Lookeen Server Indexer SErVICE (LSIS) ....uvvviriiiiiiiiirieeeeee et eecirreee e e 6
b) Lookeen Server GateWay (LSGW) ... .uuveeiiiiiiieiiiieeieee e eeciirreeee e eseeiareeeeee e e e sennananes 6
c) Lookeen Server Management-Console (LSMOC)........ueeeeeeeiiiiiiineeeeeeeiiiiireeeeeeeeeeanns 6
3. Hardware reqUir€mMeNnts.....cccccieereeiieeireeerencrenereseraserescsessessssrnssrassrasssesssenssensssanssnsesnnes 7
4.  SOftWare reqUIrEMENTS .....ccuceieuireeniereenerteniereeseeteaseceessesrasessnsesssssessnssessnssessssessnsssssnne 8
5. Installation of the complete Lookeen Server SOftWare......ccccceeeeeeeeeecreeniereeneereencerennene 9
5.1  Step 1: Create Lookeen Indexing User (LIU) ......ccccveerieeeiieeeiiieecieecsiee e esieeesvee e 9
5.2 Step 2: Enable Impersonation for LIU.........ccceeiiiiiiiiiiniiieiiee e 9
a)  EXChange Server 2007: ......oociieeiiee e eeieee et e esire e s tee e sreeesaaeesssaeesbaeesree e s aeeenaree s 9
b)  EXChange SErver 2010: ....cccuuiiiiieiiieeciieeecieeesteeesete e e siaeesteeesteesssaeessaeessaeeesnneeenns 10
5.3 Step 3: INStAll SETUP.EXE c.nuviiiiiiiee ettt e s 10
5.4  Step 4: Grant Directory Access for LIU and IIS AppPoOI.........ccceviviiieiiniciieeiiriiieeens 11
5.5  Step 5: Create Lookeen Server Indexer Service (LSIS).......coooouieeeeiiieeeeciiee e, 12
5.6  Step 6: Create Lookeen Server Gateway (LSGW) .....ccceevvuieerieeiiieenieeeciee e 14
) I O =T I To o] [ or- o o IP S 14
b) Edit authentication Method .........ccccviiiiiiiiii e 14
(o) I CT=Y Tl IR GV SR 15
5.7  Step 7: Configuration of the Lookeen Server with the Lookeen Server Management
CONSOIE (LSIMIC) ..ttt ettt e e ettt e e e et e e e e et e e e e e ab e e e e eabaeaeeeeensseeeeessaeeeenssaeeeanns 15
a) Configure the Lookeen Index Path (LIP).....ccccueeeieeiiieeeeiiee et 16
b)  Configure Gat@Way URL........ccioiiiiiiiiiiiec ettt eecitrree e e eesenrraeeeee e e e e e e sannes 17
c) Configure Exchange Web Service URL.........ceveeieiiiiiiireeeeieeeieiireeeeeeeeeceivnveeeeee e 18
d) Include/Exclude Users from iNdeXiNg.......cccoeeuvreeiieiuiieeeirieeceeireeeeeitreeeeeeveeeeeenens 19
e) Add local files to your Lookeen Server INdeX........cccovveeeieeeiiiiinneeeeeeeeeiiinreeeeeeeenn 20
f)  Exclude folders from index (0ptional)......ccceeeveeeiiiiiiiiiieiieiceccereee e, 21
g) Disable attachment indexing (0ptional)......cccccevieiiiiiiiieiieiir e, 21

Lookeen Server Manual - Page 2
© 2007 - 2012 Axonic Informationssysteme GmbH.



LookeenServer W%

h)  Test your LSGW and YOUr INEX ......cevviiiiiieeiiieesieeesieeeiee et eesiveeesieeesaeeesavee e e 22

6. RUNNING the SEIVEN....ciiveueiiiiiiiiiiiiiiiiiiirreinirrrsirrrrsis s srssssssreassssstesssssssssnsssssssnnnes 23
Q) TESE IMIOE....eeie ettt ettt e e et e e e e e tae e e seabe e e e e abaeaeeeeenaeeeeannns 23

D) ProducCtion IMOGE. ......ooieieee ettt e e e e e e rae e e e e e e araea s 24

7. Supervision of the INdeX......ccccciiiiiiiiiiiiiniiiiiiiiiress s rrssssssnssnsssens 26
8. Connection to the Lookeen clients.........c.ciiiiiiiiiiiiiiiiiiiiiiiiiinrcncn e 27
8.1 Configuration of the Lookeen Client without Group Policies ........ccccceevcieeiiniiieennns 27
8.2  Configuration of the Lookeen Client with Group Policy.......ccccceviviiiieiiiniiiiiiniieenns 28
A)  ENADIE SEIVEI (LS1) cei ettt ettt e et e e e rae e e e e naa e e e 28

b) Setthe GateWay URL (LS2) ....cuuieeieeee ettt 28

c) Setthe Settings read only (LS3)......coeiieiieeiieiieeeeeee et et 28

d) Set Server tiMEOUL (LSA).....uuei ettt e et e e e aae e e e e araaeeeeans 28

9. Increase the Indexer Performance.........ceuucciiiiiiiiiiieiiiiiiiiiiininncn e 29
O Y T 30
i s R ] 1o 13- ] o VPP 32
12, Trademarks.....ccciiiiiiiiiiiiiiiiiiii s s 33

Lookeen Server Manual - Page 3
© 2007 - 2012 Axonic Informationssysteme GmbH.



LookeenServer S\

1. How to use this Manual?

This manual will guide you through the installation and configuration of the Lookeen Server.

Chapter 2 (Overview) provides you with an overview of the functionalities of the Lookeen
Server and its latest features. In this chapter, the structure of its system components —
explanations of the Gateway (LSGW), Indexer Service (LSIS) and Management Console
(LSMC) — will be provided.

Chapters 3 & 4 cover all of the soft- and hardware requirements . The manual will guide you

through the actual installation of the Lookeen Server in chapter 5. In order to install the

Lookeen Server Software you need to take care of the installation and configuration of all
three system components (LSIS, LSGW, LSMC) separately. Therefore you'll be asked to follow
the installation step-by-step. Steps 1 through 4 will explain preparation and impersonation
of the Lookeen Indexing User (LIU) and the installation of the setup.exe. file. Steps 5 through

7 will help you install, configure, and test all three of the Lookeen Server system
components.

After having installed the Lookeen Server, you might not be likely to run a new software in
your enterprise without having tested it, this is why this manual helps you to set up a testing
mode as explained in chapter 6. Also, you'll need to be able to supervise the running index
from time to time. Chapter 7 will explain how to use the Supervision settings while running
the Lookeen Server on your company network.

Eventually, you’ll need to connect every Lookeen client in your company to the new Lookeen

Server. This is covered in chapter 8. If you’re looking for some tips on how to increase the
performance of your Lookeen Server Index, please consult chapter 9. For further questions
and answers, the FAQs are listed in chapter 10. If you cannot find the answers you’re
searching for, please contact us at support@Ilookeenserver.com.
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2. Overview

The Lookeen Server provides centralized access to enterprise- wide information sources for
Exchange Server based data and file based data. The Lookeen Server works seamlessly with
the Lookeen client. In combination with Lookeen clients, the server allows users to search
files, e-mails, public folders, contacts, appointments and tasks quickly and effectively
throughout the entire enterprise network without the need of client-based indexing. The
centralized indexing reduces the load and traffic on Exchange Servers and networks,
conserving processor and memory resources on both servers and clients.

If a user starts a search query, the gateway grants access to the user to all relevant search
results in the central index, keeping in mind the users Active Directory permissions.
Individual users can now search personal and external sources simultaneously within their
own Lookeen index authority.

2.1 Features

A\

Create and manage one centralized index, that can be accessed with Lookeen
Enterprise Edition clients

Full administrative control over indexing volumes, structures, and schedules
Centralizes control by group policies

Easy installation of both servers and clients

Highest security by storing the Windows permission (Active Directory rights) structure
in the index itself

» Encrypted indices and communication

» Indexing Exchange Server 2007, 2010 (Public Folders and Private Mailboxes)
» Indexing network files

» Time-controlled central indexing

» Seamless integration with the Lookeen client (Enterprise Edition)

» High availability, due to running as a web service

YV V VYV
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2.2 System Components

The Lookeen Server system consists of three main components: the Lookeen Server Indexer
Service (LSIS), the Lookeen Server Gateway (LSGW) and the Lookeen Server Management
console (LSMC).

a) Lookeen Server Indexer Service (LSIS)

The LSIS is a Windows service, which constantly indexes all configured data sources for all
configured users and writes them to a centralized index. The LSIS sources are Exchange
Server based Public Folders (PF) and Private Mailboxes (PM) as well as Local Files (LF) and
Network Drives. The LSIS indexes all data together with their user permissions.

All three data sources are indexed simultaneously in so called “indexing runs”. When a run is
finished, the next run starts after a certain time from the beginning (e.g. 15 seconds).
“Watermarks” show the LSIS, what data is already indexed and which data is new and needs
to be indexed. User changes will be detected at the start of the next indexing run (“delta
indexing”).

By default the LSIS indexes every user who is listed in the active directory. New users will be
indexed as soon as they appear - with no further need to change the settings.

b) Lookeen Server Gateway (LSGW)

The LSGW is a .Net 4.0 web application (WCF service). The LSGW handles search requests of
the connected Lookeen clients, performs the index search and returns the search results to
the requesting clients.

c) Lookeen Server Management-Console (LSMC)

The LSMC is a Windows application for the Lookeen Server Administrator to configure and
test the server settings.

Lookeen Server Manual - Page 6
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3. Hardware requirements

Component Requirement

Processor e Minimum: 1 GHz (x86 processor) or 1.4 GHz (x64 processor)
* Recommended: 2 GHz or faster

Memory e  Minimum: 1 GB RAM
e Recommended: 2 GB RAM or greater
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4. Software requirements

e Windows Server 2003 or higher,
0 Domain integrated
0 lISinstalled + Installed module “Windows authentication”
0 No Domain Controller role
e Exchange 2007 SP1 or higher (2003 is currently not supported)
¢ Net Framework 4.0 (full). Download link:
http://www.microsoft.com/download/en/details.aspx?id=17851

¢ Lookeen Client, Version 8, Enterprise Edition (version 8.2.1.4950 or newer)
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5. Installation of the complete Lookeen Server Software

In order to install the Lookeen Server Software you need to take care of the installation and
configuration of all three system components (LSIS, LSGW, LSMC) separately. Please follow
the following instructions step-by-step.

» Step 1 to Step 4 — Preparation and impersonation of the Lookeen Indexing User (LIU)
and Installation of the setup.exe.

» Step 5 to Step 7 — Installation and configuration of the three Lookeen Server system
components.

5.1 Step 1: Create Lookeen Indexing User (LIU)
Create the LIU (a dedicated domain user) in your Active Directory Control Panel.

Example LIU: “lookeenserver_acc”

5.2 Step 2: Enable Impersonation for LIU

If you want to index your Exchange Server through the Lookeen Server, you need to enable
“Impersonation” for your LIU.

Please note: For security reasons the LIU exchange impersonator shouldn’t be a

member of your administrator group.

a) Exchange Server 2007:

If you use Exchange Server 2007, you need to add two new management roles for the LIU
account (e.g. “lookeenserver_acc”). To achieve this, use the Exchange Management Shell.
The user identity means the first and last name of your LIU account.

Get - ExchangeServer | where {$_.1sCientAccessServer -eq $TRUE} |

For Each- Obj ect {Add- ADPerm ssion -ldentity $_.distingui shednane - User
(Get-User -ldentity "Lookeen Server" | select-object).identity -

ext endedRi ght ms- Exch- EPI - | mper sonat i on}

And

Get - ExchangeServer | where {$_.1sCdientAccessServer -eq $TRUE} |
For Each- Obj ect {Add- ADPerm ssion -ldentity $_.distingui shednane - User

Lookeen Server Manual - Page 9
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(Get-User -ldentity "Lookeen Server" | select-object).identity -
ext endedRi ght ns- Exch- EPI - May- | nper sonat e}

[ Machine: ex2007 | Scope: dev2.net

[PS] C:\Windous\sys Get-ExchangeServer | where <5_.IsClientAccessServer —eq STRUE> | ForEach-Object <Add-ADPermission —ldentity $_.distinguishednane
-Identity “Lookeen Server"” ! select—object).identity —extendedRight ms-Exch-EPI-Impersonation>

Identity User Deny Inherited Rights

EX2007 DEU2\lookeenserve... False False ns—-Exch-EPI-Inpersonation

[PS] C:\Windows\sys ExchangeServer | where <$_.IsClientfc er —eq $TRUE> ! ForEach-Object <(Add-ADPernission -Identity $_.distinguishedname
-Identity “Lookeen select-object).identity —e edRigh EPI-May-Inpersonate>

Identity

DEU2\lookeenserve... False False ms—Exch-EPI-May-Inpersonate

Screen 1 - Exchange Server 2007

b) Exchange Server 2010:

If you use Exchange Server 2010, you only need to add one management role to the LIU
Account. To achieve this, use the Exchange Management Shell and follow these instructions:

New-ManagementRoleAssignment -Name:Lookeenlmpersona te
-Role:Applicationimpersonation -User: | ookeenserver _acc
[PS]1 C:\Windows\system32>New—-ManagementRoleAssignment —Name:LookeenImpersonate —Role:Applicationimpersonation —User:lookeenserver_acc [4]

Name Role RolefAissigneeName RolefissigneeType AssignmentMethod EffectivelUserNane

LookeenImpersonate ApplicationImperson... LookeenServer 3 Direct

Screen 2 - Exchange Server 2010

More information: http://msdn.microsoft.com/en-us/library/bb204095(v=exchg.140).aspx

5.3 Step 3: Install Setup.exe

Install the LookeenServer. X.X.X.XXX.exe with the setup package to a certain directory. This
will be the Lookeen Base Directory (LBD), e.g. “C:\LookeenServer”.
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5.4 Step 4: Grant Directory Access for LIU and 1IS AppPool

Please note: The “IIS AppPool\ASP.NET v4.0” user is a windows predefined local user

of your Lookeen Server machine.

Grant the LIU account and the “IIS AppPool\ASP.NET v4.0”-users write and change access
permission for your specified directory

& Local Disk {C:) M [=] 3

3 > ~ Computer v Local Disk (C:) ~ v Search Local Disk (C:)
Q& @ e

Organize v -, Open Includeinlbrary v  Sharewith v  New folder = v 0 @
Name “ I Date modified l Type | Size I I
7/2/2012 10:28PM  File folder
S 7/2J2012 10:59 PM File folder
.. PerfLogs 7/14/2009 5:20 AM File folder
1. Program Files 7/14/2009 7:07 AM File folder
1. Program Files (x86) 7/2{2012 8:12PM File Folder
). Users 7/2/2012 7:54 PM File Folder
1. Windows 7/2§2012 10:28 PM File folder
"General | Shaing Securty | Previous Versions | Customize | Secuity |
Object name:  C:\Lookeen Server Object name:  C:\Lookeen Server
Group or user names: Group or user names:
52 CREATOR OWNER il 52 CREATOR OWNER
82 SYSTEM 82 SYSTEM
x LookeenServer (look ver_i ic.net) LookeenServer (lookeenserver_acc@axonic.n
:11 & clini fl G-PRANYA drmini | "‘ll 52, Administrators (L5 ministiators
52 1s]
To change permissions, click Edit. Edit.. | <
Permissions for LookeenServer Allow Deny Add.. | Remove I
F1dl Conlrol 4 = Permissions for ASP.NET v4.0 A0 Deny
Modify v -
Read & execute v £ Conkrcl i o =
List folder contents v Moy o
— s v |y Read & execute m}
Wile v - List folder contents M O =
Read M m}

Screen 3 - Grant Directory Access for LIU and IIS AppPool

» In the next steps, you are going to create and configure the three system

components of the Lookeen Server.
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5.5 Step 5: Create Lookeen Server Indexer Service (LSIS)

Create a new Windows Service. In the command shell create a new Windows Service which
calls the “LSExplorer.exe”. Please choose a significant name, for example:
“Lookeenlindexer0”.

Please enter in the command line:

sc create LookeenIndexer0 binpath= “C:\Lookeen
Server\Indexers\IndexerO\LSExplorer.exe”

I Important: Make sure you have a space after binpath="“ '

[+, Administrator: Command Prompt

C:\Users\Administrator>sc create LookeenIndexer® bhinpath= :\Lookeen Server\Indexers\Indexer®\LSExplorer.exe"
[SC] CreateSer ESS

C:\Users\Administrator>

Screen 4 - Space after binpath="“

To make sure, the indexer runs with the correct permissions, you need to change the Service
User from “Local System” to your LIU. To achieve this, you can either use the Windows
command shell or GUI (graphical user interface).

If you want to use the shell, type this command line:

sc confi g Lookeenl ndexerO obj = | ookeenserver _acc@your donai n>
passwor d= <your Passwor d>

Important: Make sure you have a space after obj=" “ and password="

Lookeen Server Manual - Page 12
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£} Services (Local)

LookeenIndexer0d Name 4 | Description | Status | Startup Type | Log OnAs |
G 1P Helper Provides tu... Started Automatic Local System

Stop the service S IPsec Policy Agent Internet Pr... Manual Network Service

Restart the service Sl KtmRm for Distribut... Coordinate... Manual Network Service

ink-Layer Topolog... Createsa... Manual Local Service
ookeenlndexer0 Started Automatic lookeenserver_acc@dev3.net
Microsoft .NET Fra... Microsoft .... Disabled Local System
Microsoft .NET Fra... Microsoft .... Disabled Local System

trator: Command Prompt

Microsoft Windows [Uersion 6.1.76011]
Copyright <(c) 2089 Microsoft Corporation. All rights reserved.

C:\Windows\system32>sc config LookeenIndexer® obj= lookeenserver_accBdev3.net password= 12345678
[SC] ChangeServiceConfig SUCCESS

C:\Windows\system32>_

Gl Network List Service  Identifiest... Started Manual Local Service
etwork Location A... Collects an... Started Automatic Network Service
;Network Store Inte... This servic...  Started Automatic Local Service

Screen 5 - CMD command: Please ensure the space after obj=" " and password=

If you want to use the GUI, please open the properties of the new created service
(“Lookeenindexer0”). Switch to the “Log On” tab to change the executing user of the service
to the LIU account (“lookeenserver_acc”). Please do not start the service yet.

LookeenIndexer0d Name ~ Description | Status Startup T: Log On As
G Internet Connectio... Provides n... Disabled Local System
Start the service 1P Helper Providestu... Started Automatic Local System
G IPsec Policy Agent Internet Pr... Manual Network S...
Sk KtmRm for Distribut... Coordinate... Manual Network S...
GhLink-Layer Topolog... Createsa... Manual Local Service
G LookeenIndexer0 Manual lookeense...
S Microsoft .NET Fra... Microsoft .... Disabled Local System
LookeenIndexer0 Properties (LS-PROD) [ x]pm
pm
General LogOn | Recovery | Dependencies | Lo
ce
Log on as: L
" Local System account Bm
I pm
& This account: lookeenserver_acc@axonic.ne Browse... ce
ce
Password: COTTTTT LTI ce
Confirm password:  |seeessssssseees| Fm
Help me configure user account log on options. pm

0K I Cancel P

Screen 6 - LookeenlIndexer0 Properties

Lookeen Server Manual - Page 13
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5.6 Step 6: Create Lookeen Server Gateway (LSGW)

The Gateway is the connecting component between the Lookeen clients and the Lookeen
index.

a) Create application

Open the IIS management console and create a new application for the Lookeen Server
Gateway. Specify the name of your gateway application. Make sure you selected the
“ASP.Net v4.0” application pool and the correct physical path. For example “C:\Lookeen
Server\Gateway”. If you cannot find the application pool “ASP .NET v4.0”, please check the
software requirement section in this document.

o (“E lication Pools
CHETE) | O AP
§5 Start Page | i X - " i
595 L5.PROD (L5-PROD|Adrminstratq | 175 P2ge lets you view and manage the st of appication pools on the server. Application pools are associated
> provide isolation among different applications.
22 Application Pools =
[=-[8] Sites Filter: v B Go ~ yshow All | Groupby: No Grouping v
Na Status | .NET Frame... | Managed Pipel... |Identty ations
L) ASP.NET v4.0 Started  v4.0 Integrated ApplicationPoollden... 0
LJASP.NETv4.0Cl... Started  v4.0 Classic ApplicationPoollden... 0
(JDefautAppPool  Started  v2.0 Integrated ApplicationPoollden... 1
Add Application [ 2] X]
Site name:  Default Web Site
Path: i
LookeenServer NET v4.0 Select...
EX
< [C:\Lookeen Server\Gateway > E
Connect as... Test Settings...
OK Cancel

Screen 7 - Application Pool settings

b) Edit authentication method

The Lookeen Server Gateway uses the ADS token. So please make sure, only the “windows
authentication” is activated. If you can’t find “windows authentication”, you need to add this
module to your Windows web server role.

@i |8 _‘) Authentication
@3 Start Page i )
=65 LS-PROD (L5-PROD\Acinistrat | STOUPEY: No Grouping o
(22 Application Pools Name = MG [ResponseType |
E-(8] Sites Anonymous Authentication
=€ Default Web Site \ s Authentication Enabled HTTP 401 Challenge
[#-_| aspnet_client
a "9 LookeenServer
-] bin

Screen 8 - Authentication Method for the Lookeen Server

Lookeen Server Manual - Page 14
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c) Get the LSGW URL

To get the LGSW URL, select the newly created application in the [IS-Manager --> switch to
content view and right click to browse the “LookeenService.svc.

Example URL = http://lookeen-server.yourdomain.com/LookeenServer/LookeenService.svc.

" Internet Information Services (IIS) Manager

&S ) [ B> 15PRD » Stes » Defauk WebSke » Lookeenserver »
Fle View Hep
I LookeenServer Content
CHETE) » /
W3 Start Page
] - = = .
53 L5-PROD (AXONICYookeenserver_acc) || _Fte": 54 Show All | Group by:  No Grouping
2 Appication Pools Name - [ Type [
5 8] Stes bin File Folder
=49 Default Web Site o e.5vC SVC File
aspnet_client Web.config CONFIG File ] Switch to Features View
%D LookeenServer Web.config.old OLD File =
] S Browse
Edt Permissions...
2 Refresh
© Hep
Online Help

Screen 9 — Get the LGSW Url in your /LookeenServer Content

This URL will be needed to configure the Lookeen clients (explained later).

It should look like this (IE recommended).

LookeenService Service
T 1 g the sveutil.exe tool from the command line with the following synta

Screen 10 - Lookeen Server Service

5.7 Step 7: Configuration of the Lookeen Server with the Lookeen Server
Management Console (LSMC)

In the Lookeen Server management console (LSMC) you can change all important settings
related to the indexing process. Open the LSMC, located in the management folder of the
LBD directory:

For Example in “C:\LookeenServer\ManagementConsole\LSManagementConsole.exe “

Lookeen Server Manual - Page 15
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a) Configure the Lookeen Index Path (LIP)
In this step you need to specify a location for the Lookeen index. Depending on the volume

of the indexed data the Lookeen index needs enough space on the disc (up to 100GB).

8 Lookeen Server Management Console =] B3

Lookeen Server %

Index IUsers | File Systeml Exchange Sevverl Gateway Testing] Supervisi I Testrun]

Lookeen Server base path (LBP):
IC:\Lookeen Server\lookeensettings.bin

ndex base folder path (LIP): \
C:\Lookeen Serveriindex ‘-/

Gateway URL:

Ihttp:f/localhost/Lnok:enSeNer/LookeenService.svc

Exchange Web Service URL:
Ihttps://192.163.2,171/EWS/Exchange.asmx

IV IndexFile System
V' Index Private Mailboxes
IV Index Public Folders

I” Restrictindexing to a certain time

Do not index between I‘J 3: and |1g 3:
Time between index runs (in sec.):

V' Always delete all old log files
I Always optimize index

Screen 11 - Configure the Lookeen Index Path (LIP)
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b) Configure Gateway URL

In this step you need to specify your Lookeen Server Gateway URL. To get your Gateway URL
see chapter 4.6.c.

Example URL: http://lookeen-server.yourdomain.com/LookeenServer/LookeenService.svc

[ Lookeen Server Management Console = [=] B3
- £,
LookeenServer W
Index IUsers | File Systeml Exchange Serverl' GatewayTestingl Supervisionl Test runl

Lookeen Server base path (LBP):
|C:\Lookeen Server\lookeensettings.bin

Index base folder path (LIP):

|C:\Lookeen Server\index

ateway URL: \

Ihttp://locaIhost/LookeenServer/LookeenService.svc

Exchange
Ihttps://192.168.2.171/EWS/Exchange.asmx

V' IndexFile System

V' Index Private Mailboxes

V' Index Public Folders

™ Restrict indexing to a certain time

Do not index between I;f 3: and |1g 3:
Time between index runs (in sec.):

IV Always delete all old log files
™ Always optimize index

Screen 12 - Configure Gateway URL
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If you want to index Exchange Server data like Public Folders or Private Mailboxes, you need

to specify the URL of your Exchange Server endpoint. The path to “Exchange.asmx” of

Exchange Web Services (EWS) can be found in the 1IS-Manager of your Exchange Server.

@-LilZ |8 :) JEWS Content
5 star e
& eg E:P:I’:)ag?ﬁkx ONICHookeenserver_acc) Filter: v (6o~ G show al | Group by: o Grouping
122 Application Pools Name ~ | Type
- (8] Sites .| App_Data File Folder
=) Default Web Site Pbin Application
-] App_Data | Exchange.asmx ASMX File
o e e
|| Messages.xsd XSD File
; || MRSProxy.svc SYC File
3 g] Services.wsdl ‘Web Service Description Language
} | Types.xsd %SD File
0_} Exchweb | |UM2007Legacy.asmx ASMX File
Q LokeenClient || web. config CONFIG File
P LokeenService || web.config.bak BAK File

Screen 13 — lIS-Manager /EWS Content

Example: https://localhost/EWS/Exchange.asmx

[ Lookeen Server Management Console

LookeenServer

Index IUsers I File Sysbeml Exchange Sevverl GabewayTesﬁngI Supevvisionl Test runl

Lookeen Server base path (LBP):

J8[=] B3

|CALookeen Serverilookeensettings.bin

Index base folder path (LIP):

IC:\Lookeen Serverindex

Gateway URL:

Ihttp://localhost/LookeenServer/LookeenService.svc

——

change Web Service URL:
https://192.163.2.171/EWSIExchangeﬂny

IV IndexFile System

V' Index Private Mailboxes

V' Index Public Folders

I Restrict indexing to a certain time

Do not index between

H andl@

Time between index runs (in sec.):

V' Always delete all old log files

I Always optimize index

OK

Cancel Apply

Screen 14 - Configure Exchange Web Service URL
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d) Include/Exclude Users from indexing

In the “Users” tab, you can include the users that should be indexed by the Lookeen Server.
All blacklisted users will be excluded from the indexing process. To be indexed, a user needs
to be listed in the Active Directory of the current Windows Domain. You can choose if you
want to add and remove indexed users manually or automatically.

) Lookeen Server Management Console M=] B3
LookeenServer “
‘Index  Users IFiIe Systeml Exchange Serverl Gateway Testing Supervisionl Test runl

™ Automatically include new Active directory users to index

I Automatically remove users from indexwhen not in AD anymore

Users to index: :

— — Filter users
User l Included l Active Directory ] Delegated users ]ZI Filter b
vser1005 Mo Yes = s 20010
user1006 Mo Yes I
user1007 Mo Yes v X
wser1 002 o Ves Show active AD users
user1009 No Yes IV Show non-AD users
uses107 Mo Yes IV Show included users
user10710 Mo Yes g5 i
el 0T o Ves Show excluded users
user10712 Mo Yes
user70713 Mo Yes
user1074 Mo Yes
user10715 Mo Yes
user10718 Mo Yes
user1017 Mo Yes
user10718 Mo Yes
user1079 Mo Yes
=
Users: 1908 Excluded: 1907 Refresh Active Directory
Include User | Exclude User | Edit Delegations... | Clear Delegations |
oK | Cancel | Apply |

Screen 15 - Include and Exclude Users
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Add local files to your Lookeen Server Index

If you want to index Local or Network Files, please add the directories at the “File System”
tab. The (optional) file extensions below are also valid for email attachments. Your LIU

account (“lookeenserver_acc”) needs at least “read”-access to all directories that should be

indexed by the Lookeen Server. Otherwise the NTFS permissions deny the indexing process.

Important: Please make sure that you have specified extensions below. Otherwise

no attachments or files will be indexed.

B Lookeen Server Management Console

LookeenServer “ %

Index I Users  File System IExchange Serverl GatewayTestingI Supervision I Test run|

File Sources / Directories to index:

Path [ Add
\1192.168.2.171\shares

I[=] B3

Remove

Index files (and attachments) with extentions:

dcac msg xIs xml ppt htm html bt pdf pps pptx ppsx docx xlsm xist xIsx php itf bmp png jpg jpeg tif tiff ;I
gi

H

OK Cancel Apply

Screen 16 - Add local files to your Lookeen Server Index
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f) Exclude folders from index (optional)

In the LSMC at the “Exchange Server” tab you can blacklist public- or inbox folders. These
blacklisted folders will be skipped by the indexing process.

Example: “folderl; folder number 2; *folder3;"

You can also invert the filter by using the “DONT:”- statement. That allows you to index only
the specified ones:

For example: “DONT:folder1” = indexes only “folderl”

Important: Yes, this might sound a little bit complicated: This DONT is an actual DO.
If you only want to index one or several specified folder, use the “DONT” function

followed by the folder name.

g) Disable attachment indexing (optional)

In the LSMC, at the “Exchange Server” tab, you can disable attachment indexing completely.

[ Lookeen Server Management Console | _ (O] x|
~ 4
LookeenServer W
Index I Users | File System Exchange Server | Gateway Testing I Supervision I Testrun I
IV Index Attachments
Filter of folders in private mailboxes (Content of these folders is not indexed):
*junk*;*deleted* ;'
Filter of public folders (Content of these folders is not indexed):
*junk*;*deleted* ;I
Indexing performance in CPU
Number of processes to explore Public Folders: |5 33
Number of processes to index Public Folders: Iz 3:
Number of processes to index Private Mailboxes: |4 3:

OK Cancel Apply

Screen 17 - Disable attachment indexing (optional)
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h) Test your LSGW and your Index

The LSMC provides a testing area where you can test the functionality of the current system
state. After configuring the gateway URL and the user credentials of the user you want to
test, you can simulate and execute search requests as different Lookeen client users. The
searcher in this frontend is testing both the local index and the gateway. Because of that,
you should get duplicates in your search result: One item direct from the index and one item
through the gateway.

) Lookeen Server Management Console =] B3

LookeenServer

Index I Users | File Systeml Exchange Server Gateway Testing ISupervisionl Test runl

I Use default credentials for test search

Credentials
Test-User: Password: Domain:
luserl Iooooooooooo l<y0ur Dornain |
Search string ("All" to see all results): Results:
[ [ 1000+ Search | Check Connection
Test results:
Type I Gateway I Date I Modifiedl Subject I Body I File I Path I Users I LID I Store Iﬂ
File by direct access  29.09.2.. 07.10.2.. Lookee.. Axonic.. Lookee.. W192.1.. \\192.1...
File by direct access  29.09.2.. 07.10.2.. Lookee.. Axonic.. Lookee.. ‘\\192.1.. \Wi192.1...
File by direct access  29.09.2.. 07.10.2.. Lookee.. Axonic.. Lookee.. W192.1. \\192.1...
File by direct access  29.09.2.. 07.10.2.. Lookee.. Axonic.. Lookee.. ‘\\192.1.. \Wi192.1..
File by direct access  27.09.2.. 07.10.2.. Lookee.. Axonic.. Lookee.. W192.1.. \\192.1...
File by direct access  27.09.2.. 07.10.2.. Lookee.. Axonic.. Lookee.. \\192.1.. \\192.1...
File by direct access  26.09.2.. 07.10.2.. Lookee.. Axonic.. Lookee.. W192.1.. \\192.1...
File by direct access  02,09.2.. 02.09.2.. shilictxt sbilic shilictt  \W\192.1... \\192.1...
File by direct access  02.09.2.. 02.09.2... sbilic-.. sbilic sbilic - ... \\192.1.. \\192.1...
File by direct access  02.09.2.. 02.09.2.. sbilic-.. sbilic sbilic - ... \\192.1.. W21,

Search directly: 55 hits, Time: 93,8ms
Search via Gateway: 55 hits (limited results), Time: 109,4ms. Call time LS (in ms): 55 in 46,9 + 0,0 + 15,6 + 0,0=62,5308

OK Cancel Apply

Screen 18 - Gateway Testing
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6. Running the Server

The Lookeen Server was designed to run over a very long period of time with a high volume
of data, folders and files. You might want to test the server with a reduced amount of users
and a reduced amount of data before running in production mode. For this, the Lookeen
Server has a “test mode”.

a) Test Mode

After you have installed and configured the server and added all data sources, you can start
a test run. Therefore you can check the flag “Run Indexer in test mode” in the LSMC. At this
tab you can choose how many users, items, folders and subfolders should be indexed.

To make sure you get all log entries, please create a “debug.txt” file in your LBD folder.

Example: “C:\Lookeen Server\debug.txt”

Important: Please remove this file after your test run. Otherwise your log files will get

very big.

[ Lookeen Server Management Console H[=] B3

LookeenServer W%

"Index | Users I File Systeml Exchange Serverl GatewayTestingI Supervision Testrun I

IV Run Indexer in test mode (reduced volume and full debug information)

Max. users to test:
5 3:
Max. total folders per user:

Max. indexed items per folder:

[ =

Max. root folders:
5 3:
Max. subfolders per folder:

oK Cancel Apply

Screen 19 - Running the Server - Test Mode

Lookeen Server Manual - Page 23
© 2007 - 2012 Axonic Informationssysteme GmbH.



LookeenServer W%

Then you can start the indexing service in the Windows service panel.

— S g

a1 ol D st e o) serce o oA i ocation A... Collects and stores configuration information for the network an...  Started Automatic Network S...
ist Service  Identifies the networks to which the computer has connected, c...  Started Manual Local Service

Lookeenindexer Fonnections Manages objects in the Network and Dial-Up Connections folder,... Started  Manual Local System
ccess Pr...  The Network Access Protection (NAP) agent service collects and ... Manual Network S...

"—— Maintains a secure channel between this computer and the doma... Started Automatic Local System
ort Sharin... Provides ability to share TCP ports over the net.tcp protocol. Started Manual Local Service

m jstener A... Receives activation requests over the net.tcp protocol and pass...  Started Automatic Local Service

- istener A... Receives activation requests over the net.pipe protocol and pas...  Started  Automatic Local Service

T Listener ... Receives activation requests over the net.msmq and msmq.form... Disabled Network S...

&k Multimedia Class Sc...  Enables relative prioritization of work based on system-wide task... Manual Local System

f_; ... Manages software-based volume shadow copies taken by the Yo... Manual Local System

) ... Manages Internet SCSI (iSCSI) sessions from this computer tore... Manual Local System

K9, Enables this server to be a File Transfer Protocol (FTP) server. If... Started Automatic Local System

& ... Registers the platform with all available Fibre Channel fabrics, an... Manual Local Service

g .. Microsoft .NET Framework NGEN Automatic (D...  Local System

g .. Microsoft .NET Framework NGEN Automatic (D... Local System

). .. Microsoft .NET Framework NGEN Disabled Local System

{_;";Microsoft NET Fra... Microsoft .NET Framework NGEN Disabled Local System

G LookeenIndexer Automatic lookeense...

&) Link-Layer Topolog... Creates a Network Map, consisting of PC and device topology (c... Manual Local Service

CJ:KtmRm For Distribut... Coordinates transactions between the Distributed Transaction C... Manual Network S...

ChIPsec Policy Agent  Internet Protocol security (IPsec) supports network-level peer a... Manual Network 5.

f_" IP Helper Provides tunnel connectivity using IPv6 transition technologies (... Started Automatic Local System

Screen 20 - Starting the indexing service

Please go back to chapter “4.7.h ” to test your settings in the LSMC. If everything is
configured correctly, the number of indexed items should be constantly increasing. If you get
no result or an error in the LSMC, please read the FAQs for a list of common errors.

b) Production Mode

After you have tested the server you can uncheck the “test run” flag in the LSMC to run the
server in full production mode.

Important: Please remove your debug.txt in your LBD. Otherwise your log files will

get very big.

Use the service startup, type “Automatic” to prevent the index from getting out of date after
system restarts.

If you have no index yet, the Lookeen Server starts a “full indexing”. The indexer does this
until every store is indexed one time. Every next round, the indexer only indexes the delta
data, which is called “delta-indexing”. The first index run takes much more time than the
delta indexing runs where only the new data will be indexed.

Please note: Changing the settings while running services will have no effect. Changes in the
LSMC will take effect after the indexer restart. Make sure the first index run is finished.
Otherwise the index will be deleted the next time. When the service is stopped, indexing is
also stopped; all the changes of the current run will be lost. You can restart the server again,
and the server will start indexing from the beginning.
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To clear the complete index, please stop the index service and “clear” the Index at the
Supervision Tab in your LSMC.
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7. Supervision of the Index

You have full access to the indexer state at any time. You also have actions to finish the
running indexer process “softly” (for planed maintenance reasons) and to pause the index.
After your indexing process is finished, you need to restart the windows service to start the
process again. If you only pause the process you can continue the indexing with the “resume
indexing” button.

Pausing indexing: Pause as soon as possible

Finish indexing: Stop after the current run

[ Lookeen Server Management Console = [=] B3

LookeenServer \

Index I Users | File Systeml Exchange Semrl Gateway Testing  Supervision ITest runI

Statistics:

Indexer state: A
Runing: True
Manually paused: False
Sleep mode: False
Canceled: False
Sleep mode: False
Finished flag assigned: False

Refresh

Completed runs:
Local files: 3332
Private mailboxes: 2454
Public folders: 1451

Start times:

Local files: 28.09.2012 00:53:27
Private mailboxes: 28.09.2012 00:52:57

—Index control

You can optimize the index to get faster search results. This operation may take several minutes to
hours depending on the size of the index.

Optimize Index | Clear Index I

You can end the indexing for maintenance reasons by pressing the button "Finish indexing”, The
indexing finishes the current run and will not start the next run.

Finish indexing | Pause indexing I Resume indexing

oK Cancel Apply

Screen 21 - Supervision
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8. Connection to the Lookeen clients

You have the possibility to configure your Lookeen clients either with or without Group
Policies.

8.1 Configuration of the Lookeen Client without Group Policies

1. Go to the Lookeen Options and select the “Server” tab.

2. Check the Lookeen Server checkbox.

3. Enter the LS Gateway URL into the Server-URL textbox. See the “Setup LS Gateway”
chapter for additional information.

4. (Optional) If gateway authentication is needed, manually enter user name and domain)
Set user and domain.

5. (Optional) Set timeout to abort search with the Lookeen Server if the LSGW does not
respond.

N
{Z3 Lookeen Options @M

| Indexer | Index Schedule | Index Details | AddOn | Searching | System | Shared Index| Server |

[¥] Use Lookeen Server

Lookeen Server Settings

Server-Url: Timeout (in sec.):
http://<your Lbokeen Server/LookeenServer/LookeenService.svc 102
[] Use default credentials
Credentials
User: Password: Domain: |
userl s <yourdomain>
Server state: b

Server online. Credentials: mflamm in axonic.net. Volume of private mailbox: 205900 I

[ Restore Defaults ] [ oK H Cancel H Apply J

— - —

Screen 22 - Lookeen clients configuration
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8.2 Configuration of the Lookeen Client with Group Policy

To configure your Lookeen clients without touching each computer manually, you can use
group policies. There are four policies to configure the client. For additional information,
please see our Lookeen Group Policy Guide.

a) Enable Server (LS1)

This key activates or deactivates the Lookeen Server buttons.

b) Set the Gateway URL (LS2)

This key sets the Lookeen Server URL in Lookeen. If you don’t know the URL, please take a
look at section 4.6.c in this Document.

c) Set the Settings read only (LS3)

If you set this key, all buttons are grey and disabled to prevent user changes.

d) Set Server timeout (LS4)

This key defined the timeout in seconds until Lookeen cancels the search request.

Ber—=]

(3 Lookeen Optionen

Index | Indizierungs-Zeitplan | Index Detaits | AddOn | Suche | System | Exteme Indexquellen | Server

Einstellungen Lookeen Server

Server-d

Use default cregentals
Credentials
Benutzer Passwort: Domain:

userd

Server-Status:

Server online. Credentials: mflamm in axonic.net. Volume of private mailbox: 205467 Einstellungen testen

Default wiederherstellen oK Abbrechen

— -

Ubemehmen

Screen 23 - Lookeen client configuration with Group Policy

Name Type | Data

ab|{pefault) REG_SZ (value not set)

abli 51 REG_SZ 1

ablL 52 REG_SZ http:/J <yout Lookeen Server >fLookeenServer/LookeenService.svc
ab REG_SZ 1

ab REG_SZ 30

Screen 24 - Lookeen client configuration with Group Policy
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9. Increase the Indexer Performance

The three indexer sources Public Folder (PF), private mailboxes (PM), and local files (LF) are
already running simultaneously. The Lookeen indexer allows running several independent
“worker”-instances for Exchange Server Indexing. Depending on the performance of your
system, you can choose how many instances you want to run parallel.

a Lookeen Server Management Console M [=] E
. 4 1
LookeenServer Wi
Index I Users I File System Exchange Server | Gateway Testing I Supervision I Test run I
V' Index Attachments
Filter of folders in private mailboxes (Content of these folders is not indexed):
“junk**deleted” :_I
Filter of public folders (Content of these folders is not indexed):
*junk**deleted™ ;]
. . T ——
Indexing performance in CPU w.\
Number of processes to explore Public Folders: 5 -
Number of processes to index Public Folders: 2 <
Number of processes to index Private Mailboxes: 4 =
v
oK Cancel Apply

Screen 25 - Increase the Lookeen Server Performance

Lookeen Server Manual - Page 29
© 2007 - 2012 Axonic Informationssysteme GmbH.



LookeenServer W%

10.FAQs
1. Are the indices of blacklisted users automatically deleted, when they weren’t
originally blacklisted?

* Yes, in the next indexer round.

2. My server is ,online”, but my search result is always empty.

¢ Please reset your gateway path in your LSMC.

3. Il would like to move my index to another drive, what do | have to do?

e Stop your indexer service and copy your index folder to the new location. Reset the
gateway path in the LSMC to make sure the gateway application uses the new
location for the index. Start your indexer service.

4. | get the following error message in the LSMC: “Server not ready: Client found file type
'text/html; charset=utf-8', expected 'text/xml".”

e Please check your “web.config” file, in the Gateway folder. Compare the red circled
areas with you configuration. Ensure that Windows authentication is enabled and the
correct target framework configured. Check if the index path is the correct one.

Gateway _ (O] x]
P e————__—————— — e —— e, L e 4y’ n nn i ‘>
G\ ) [ ~ Computer v Local Disk (C:) v Lookeen Server ~ Gateway ~ v l“’l I Search Gateway [ O]
1
Organize v |Open v  New folder = v [ @
Name ~ Date modified | Type I Size |
bin 7/2/2012 10:59 PM File folder
| LookeenService.svc 8/29/2011 6:23 PM SYC File 1KB
. Web.config 712/2012 11:31 PM CONFIG File
|| Web.config.old 6/22§2012 12:07 PM OLD File 2KB

.Web‘config - Notepad
File Edit Format VYiew Help
lk?xm1 version="1.0"7>

<confi gurat'l on>
<appsettings>

<l-- is changed by LS-consgla eplacement!!!-->

<add key="IndexpPath" va1u: G \Lookeen Server\Index
<add key="Body" value="xx"
</appsettings>

<system.web>
<authentication mod authent1
<compilation debug=' -etFramewo

</system.webh>
<system.servicemodel>
<bindings>
<basicHttpeinding>
<binding name="BasicHttpendpointBinding">
<security mode="TransportCredenty

<transport clientCredenti a'lTy>
</security>

</binding>
</basicHttpBinding>

Screen 26 - web.config setttings
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5. | get the following error message in the LSMC: “Server not ready: The request failed
with HTTP-Status 401: Unauthorized.”

* Ensure your lIS-Module “Windows authentication” is installed and enabled.

6. Ican’t find ASP.Net v4.0 App Pool.

* You probably have installed the ASP.net before the IIS role was available

e To re-register ASP.Net v4.0 in your IS, go into your framework folder and type the
following to your command shell.
- C:\Windows\Microsoft. NET\Framework64\v4.0.30319\aspnet_regiis.exe —ir

7. When I start the Lookeen management console, | get the following message:

An error occured. Maybe no AD controller installed: The server is not
operational.

Screen 27 - Error message

* Please log in as a domain account. With a local account the LSMC can’t collect the AD
User.
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Abbreviation

Functionality

LIS

Lookeen Indexer Service

A Windows service.
The LIS has to be created by the administrator.

Example name: LookeenIndexerQ

LSMC Lookeen Server Management | A Windows application used to configurate the
Console server settings.
Location:
%LookeenServerRoot%/ManagementConsole/
LSManagementConsole.exe

LSGW Lookeen Gateway Access point URL for Lookeen clients

LF Local Files Represents the network or local files you want to
index.

PF Public Folders Represents the public folders on the Exchange
Server you want to index.

PM Private Mailbox Represents all user specific data like calendar,
notes, inbox, etc.

LIU Lookeen Indexing User User for all indexing actions of Lookeen Server. The
LIU needs impersonalisation rights for all users
who are going to be indexed.

LRD LOOKEEN ROOT DIRECTORY Installation folder of Lookeen Server. All resources
and files are located within this folder or on of its
subfolders.

Note: The index data need not to be in this folder
but in a separate directory.

User Gives the caller (in this case the LIU) the ability to

Impersonation submit an impersonation call through the Client

permission Access Server. This does not mean that the caller

has permission to access any particular account.
Permission to impersonate on a server is set on the
security descriptor of the server object in

Active Directory. The calling account cannot be a
member of any administrator group. This
permission is explicitly denied to those groups.
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12.Trademarks

“Axonic” and “Lookeen” are registered trademarks of Axonic Informationssysteme GmbH.

“Microsoft Windows”, “Exchange Server” and “Outlook” are registered trademarks of
Microsoft Corporation.
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